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Executive Summary 

Internal Auditing is an independent 

organizational function charged with providing 

stakeholders with reasonable assurance that 

risks are appropriately identified, treated, 

managed and controlled.  Planning activities is 

an important internal auditing practice.  The 

goal of audit planning is to effectively allocate 

efforts based on enterprise risks and the 

resources available (i.e. head count, knowledge, 

experience, etc).  The nature and extent of audit 

planning is largely dependent on the 

organization’s risk management practices. 

There are at least three different audit planning 

approaches, each with its benefits and 

detriments.  Regardless of the approach each 

should involve: 

 Assessing the organization’s Risk 

Management Maturity 

 Developing or consulting a management 

developed Risk Universe 

 Identifying potential projects 

 Allocating resources to projects 

 

Three Approaches to Audit Planning 

There are three approaches to audit planning. 

1. Traditional Approach – Audit planning 

based on departments and processes.  Audit 

testing surrounds controls. 

2. Risk Based Approach – Audit planning is 

based on management identified and rated 

risks.  Audit testing is risk focused. 

3. Hybrid Approach – Audit planning is 

based on department, processes and risks.  

Audit testing can be control and/or risk 

focused. 

 

The Ideal Approaches 

The Risk Based Approach is the ideal method 

for audit planning.  However, it is contingent 

upon the risk management maturity level of the 

organization.  Specifically, there must be at a 

minimum a: 

 Clearly defined risk appetite 

 Comprehensive management driven risk 

register 

 Formal risk reporting 

 Formal risk responses 

 Culture of global risk awareness and 

understanding 

The Hybrid Approach is an acceptable method 

when the organization’s risk management 

practices do not contain the elements listed 

above. 

Our Approach 

Based on the organization’s ERM maturity 

level, the University of North Florida’s Office 

of Internal Auditing uses a Hybrid Audit 

Planning Approach.  In this approach, process 

owners assist in identifying items based on 

functions, departments and/or risks.  We then 

use a standard methodology to rate items.  

Next, we filter the risk list placing lesser focus 

on items already audited, items covered by 

another assurance provider or items not 

meeting the risk appetite.  Finally, we 

determine resource availability and allocate 

time to projects. 

The Results 

The audit universe contains over 175 items that 

are prioritized and considered for audit 

engagements. 
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Enterprise Risk Management 

Enterprise risk management (ERM) is the 

formal systematic identification, assessment, 

and prioritization of risks. 

Basics Concepts 
There are six fundamental ERM activities: 

(1) Determining the risk appetite, (2) setting 

objectives that reflect the appetite, (3) 

identifying risks (4) assessing risk (5) 

developing or implementing plans to respond to 

risks gathering information and communicating 

it to people in time for them to fulfill their risk 

management responsibilities, and (8) 

continuously monitoring the program and 

making adjustments as needed. 

Figure 1 - Risk Management Concept 

 

 

 

 

 

 

 

Risk Definitions 

Risk Appetite 

The amount of risk management is willing to 

accept 

Risk Assessment 

Risk assessment refers to the processes 

undertaken to identify, assess and evaluate 

risks. 

Risk Response 

There are four responses to risks: 

1. Tolerate – Risks may be tolerated when 

risks are within the risk appetite, there is an 

inability to address the risks, or the cost of 

responding is disproportionate to the 

potential benefit gained. 

 

2. Transfer – Some risks can be transferred 

via insurance or third party providers 

 

3. Terminate –Occasionally, risks can only be 

managed to acceptable levels by 

terminating the activity itself. 

 

4. Treat – Treatments are actions taken (or 

internal controls implemented) to constrain 

risks to an acceptable level. 

Risk Register 

The risk register is a record of risks, risk 

assessments, risk treatment strategies and 

responsible parties. 

 

 

 

 

Risk Management Fundamentals 

Risk Management Deliverables 
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Measuring Risks 
All risks have two attributes: 

 Likelihood of risk occurrence 

 Risk impact/consequence 

Measuring risks with these two attributes allow 

the calculation of a risk score.  This, in turn, 

provides a basis to compare identified risks. 

The measurement of likelihood is typically 

based the following 5 point scale: 

 1 – Remote 

 2 – Unlikely 

 3 – Possible 

 4 – Likely 

 5 – Very Probable 

Impact/consequence is typically based the 

following 5 point scale: 

 1 – Insignificant 

 2 – Minor 

 3 – Moderate 

 4 – High 

 5 – Critical 

 

Risk Management Maturity 
Risk maturity refers to the extent to which an 

organization has implemented an Enterprise 

Risk Management (ERM) methodology.  The 

audit planning approach is dependent on the 

organization’s level of ERM maturity. 

Maturity Level Description 

Risk Naïve No awareness of risk 

Risk Aware 

Aware of many risks, no 

defined and articulated risk 

appetite, few documented 

policies, semi-formal processes 

to identify, manage and monitor 

Risk Defined 

Defined policies & risk 

appetite, partial risk register, 

siloed approach to ERM 

Risk Managed 

Defined policies & appetite, 

risk register, enterprise risk 

awareness 

Risk Enabled 

Defined policies, risk register, 

enterprise risk awareness, 

structured reporting and 

monitoring 

 

Figure 2 is an example of a risk heat map. 

Figure 2 - Sample Risk Heat Map 
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Audit Planning Methodology 

The Office of Internal Auditing (OIA) planning 

methodology is largely dependent on the 

maturity of the organization’s Enterprise Risk 

Management Maturity.  There are essentially 

three planning approaches: 

1. Traditional Approach – Audit planning 

based on departments and processes.  Audit 

testing is based on controls.  The audit 

function drives the risk assessment. 

2. Risk Based Approach – Audit planning is 

based on management identified and rated 

risks.  Audit testing is based on risks.  

Management drives risk assessment. 

3. Hybrid Approach – Audit planning is 

based on department, processes and risks.  

Audit testing can be control and/or risk 

focused. 

The next sections describe the planning 

processes which involves  

(1) Assessing the risk management maturity  

(2) Determining the risk and audit universe  

(3) Identifying potential projects  

(4) Allocating resources. 

 

I. Assess Risk Management Maturity 
As mentioned previously, the organization’s 

ERM maturity directly affects the nature, extent 

and timing of internal audit planning.  

Therefore, the first step in audit planning is to 

determine the ERM maturity level.  The 

University of North Florida is categorized as 

Risk Aware.  As a result, the OIA must take a 

more active role in formal risk identification 

and assessment.  Also, items included in the 

risk register are risks, processes, functions and 

departments.  The more granular detailed all 

risks approach is utilized in organizations with 

a different ERM maturity level. 

II. Build Risk & Audit Universe 

Risk/Item Identification 

In its role of risk identification facilitation, the 

OIA conducts stakeholder interviews, consults 

various industry publications, and actively 

participates in professional organizations.  This 

results in a list of risks, functions, processes 

and/or departments unfiltered, unrated and 

uncategorized.  The next step is to rate risks 

using a standard methodology. 

 

 

Figure 3 - Risk Maturity Levels 

 ERM Maturity Level Summary 

Description Risk Naïve Risk Aware Risk Defined Risk Managed Risk Enabled 

Formal ERM methodology No No Yes Yes Yes 

Defined risk appetite No Semi-formal Formal Formal Formal 

Risk Register No No Siloed Yes Yes 

ERM embedded in operations No No Semi Yes Yes 

 

Audit Planning Approach Traditional Traditional/ 

Hybrid 

Hybrid Risk Based Risk Based 
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Risk and Audit Universe Assessment 

The UNF risk assessment methodology is one 

that utilizes qualitative and quantitative factors 

to determine the likelihood of a risk event as 

well as the impact.  Coordinating among the 

various risk stakeholders can be daunting.  As a 

result, the Office of Internal Auditing 

developed a survey tool that collects 

information and assigns values to answers 

provided.  The survey contains a total of 24 

questions spanning the following 7 areas (or 

risk factors). 

 Financial Exposure 

 Stakeholder Exposure 

 Compliance Exposure 

 Public & Political Sensitivity 

 Control Environment 

 Complexity of Operations 

 Change & Growth 

 

 

 

 

 

 

 

 

 

 

 

 

 

All seven have sub factors that allow for 

greater granularity.  For example, Financial 

Exposure further divided to measure 

 Revenue 

 Expenses 

 Assets 

 Liabilities 

 

Survey questions address these subcomponents 

and results in an overall “score” for each.  

These scores are useful individually, but more 

importantly they are combined to calculate the 

likelihood, impact and total risk score.  The 

next page provides an example for the Income 

component. 
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Figure 4 - Financial Risk Determination (income) 

 

 
 

 

 

 

A series of five questions assist in determining the 

Income risk score.  The graph to the right displays 

sample questions.  For example, anything less than 

$10,000 receives a score of 1 and is calculated as low 

risk.  As the dollar amount increases, the risk score 

increases.  This exercise continues for expenses, 

assets and liabilities.  As a result, financial risk is 

quantified not only in total, but also in individual 

components that comprise financial risk. 

 

The figure below is an example of how the rating of 

financial risks comes together. 

 

Figure 5 - Financial Risk Exposure Summary 
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III. Potential Project Identification 
After the maturity assessment, and the building 

of the risk and audit universe, the next step is to 

identify potential audit projects by filtering the 

universe.  Filtering involves: 

 Identifying items below the established risk 

appetite 

 Collaborating with other assurance 

providers to eliminate potential duplication 

 Determining prior audit coverage 

 Developing a modified risk assurance map 

Refer to Figure 6 below for a sample. 

As example, the first item is rated High risk 

and was reviewed in 2010.  As a result, it was 

not schedule for potential review in 2012 or 

2013 fiscal years. 

It is important to note that at this stage, project 

identification is not contingent upon resources. 

 

 

 

IV. Resource Allocation 
Allocated resources to potential projects is the 

last, but probably most critical step in audit 

planning.  It involves the following decision 

process 

 Determine available hours 

 Evaluate staff proficiency in identified 

areas 

 Where feasible, obtain knowledge in areas 

where there may proficiency deficiencies 

 or  

 Outsource engagements to other third party 

providers with specialized expertise 

 Build the audit plan based on potential risks 

and available resources. 

 

 

 

 

Figure 6 - Modified Risk Assurance/Coverage Map  
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Appendix 

Risk and Audit Universe Listing 
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